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etho Internet 1196.2 MB 187.7 MB 0.0 KBfs
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¢ Active connections

Highlights: Availability:
Graphical Interface *.rpm

Easy Installation and Configuration *.deb

Runs in Background Sources

Requires root privileges
Requires Gnome libraries.

Firestarter Website: http://www.fs-security.com/
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http://www.fs-security.com/

First Run Wizard performs basic configuration:

Firewall Wizard

Network device setup

Please select your Internet connected netwark device from the drop-down
list of available devices.

Detected device(s): Ethernet device [ethO) |v|

Tip: If you use a modem the device name is likely ppp0. If you have a cable modem ora
DsL cennection, choose eth0. Choose ppp0 if you know your cable or DSL operator uses
the PPPGE protecol.

[0 Start the firewall on dial-out
[ IP address is assigned via DHCP

Firewall Wizard

Firestarter can share your Internet connection with the computers on your local network
using a single public IP address and a method called Network Address Translation.

[ Enable Internet connection sharing

llacal area network device: Ethernet device (ethO) ‘vl

[1 Enable DHCP for local netwaork

# DHER server details

_#eesTamverm Internet connection sharing setup

Firewall Wizard

 FIRcsTarTER Ready to start your firewall

The wizard is now ready to start your firewall.
Press the save button to continue, or the back button to review your choices.

Start firewall now

Tip: If you are connecting to the firewall host remotely you might want to
defer starting the firewall until you have created additional policy.

% Back | @Eorwardl [ save | &l Quit |

Wizard may also be invoked from the “File” menu.
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Menu Item Selections (Context Sensitive)

File Run Wizard, Start Firewall, Stop Firewall, Lock Firewall, Quit
Edit Copy Description, Preferences

Events Clear, Reload, Save List, Show Column

Policy Add Rule, Remove Rule, Edit Rule, Apply Policy

Help Online Users Manual, Firestarter Homepage, About

Setting Policy

Outbound: Default outbound policy is “Permissive by Default,” requiring a blacklist to
restrict traffic. This may be changed to “Restrictive by Default,” requiring a whitelist to
allow traffic.

Inbound:

Allow Connection Dialog Allow Service Dialog

Eirewall Edit Ewents Policy Help ‘

Firewall Edit Ewvents Policy Help

Add Rule Rermove Rule Edit Rule | Apply Policy

Add Rule Remove Rule Edit Rule [ Apply Policy ‘

Add new inbound rule

Status_l-E'vents Policyl

Allow service

Name -

Port BitTorrent
DHCP

Editing Inbound traffic policy [v |

Allow cennections from host |
192.168.1.0/255.255.255.0
152.168.1.103
198

‘. When th
i ® Any
P, H

=k Add Rule FTP

== Bemove Rule
s Edit Rule

Add new inbound rule Commer HTTPS

,_ IMAP

NFS
NNTP

Allc Allow connections from

Sa IP, host or network NTP
S5 POP3
Rs Comment Samba (SMB)

SMTP
G5k
Telnet

ﬁxgance|| s Add |

Kwindows

Additional Services (such as sip services) may be
configured.
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Preferences Dialog

Firestarter tuna

Status

Firewall
Status

‘V Interface

Palicy

®

= Firewall

MNetwork Settings

Active
ICMP Filtering
Network ToS Filtering
Device | Advanced Options
eth0

Int]
Unkl

¢ Active con

vboxne

Events List
Blocked connections
Skip redundant entries

[ Skip entries where the destination is net the firewall

Do not log events for the following

Hosts Ports

== Remove | = Add | == Remove | wgs Add |
IiHelp | 3 Cancel | < Accept |
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Edit-->Preferences Configuration Items

Heading

Subheading

Configuration Items

Interface

>

Enable Tray Icon
Minimize to tray on Window Close

Events

Skip redundant entries
Skip entries where the destination is not the firewall
Do not log events for the following:

Hosts (dialog)

Ports (dialog)

Policy

Apply policy changes immediately

Firewall

Start/restart firewall on program start up
Start/restart firewall on dial-out
Start/restart firewall on DHCP lease renewal

Network Settings

Internet connected device

Detected device(s) (drop down selection box)
Local network connected device

Detected device(s) (drop down selection box)
Enable internet connection sharing

Enable DHCP for the local network

DHCP server details (configuration dialog)

ICMP Filtering

Enable ICMP Filtering
Allow the following ICMP packet types (list with
checkboxes)

ToS Filtering

Enable Type of Service filtering

Prioritize services commonly used by
Workstations
Servers
The X Window System

Prioritize by maximizing the
Throughput
Reliability
Interactivity

Advanced
Options

Preferred packet rejection method
Reject with error packet
Drop silently
Broadcast traffic
Drop broadcasts from external network
Drop broadcasts from internal network
Traffic validation
Block traffic from reserved addresses on public
interfaces

Notes:

ICMP=Internet Control Message Protocol
ToS:=Type of Service
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Files:

Location Edit \iew Go Bookmarks Tools Settings Window Help

QU0 O = aaBRnm

E» Location: [Ietcfﬂrestarterf

@ inbound

> outbound

configurati
| on

3 ==(Ex

ider € B O %

events-filter-
hosts

events-filter-
ports

firestarter,
sh

¥
; i | firewall

non-
routables

.| sysctltuning

user-post

user-pre

Location Edit View Go Bookmarks Tools Settings Window Help

-~ B Location: [Ietcfﬂrestarterfinbound

192 162
Lad. 168
192 162
132 463
192463

forward

+ Initi
SIFT -
SIPT -F SetUp
+ Tenop

allow-from

Sauba {
55H, 22
Rsync,

allow-
service

4 [tems - 4 Files (1.3 KB Total) - No Folders

outbound - Kengueror

-~ B Location: [fetcfﬁrestarterfoutbound

—— — —
allow-from allow- allow-to
service
——

+ Initi
FIFT -H
SIFT <F

+ Allon

deny-from

deny-
service

|7 Itefns -7 Files (1.8 KB Total) - Mo Folders

L]

TWUUG_HO FS.odt

6 of 6

Frank Bell




